While Role-Based Access Control Model (RBAC) is being analyzed, the concept of Role of Timedomain Based Access Control Model (T-RBAC) is put forward. With time-domain added, both timedomain and authority control roles. The basic idea of T-RBAC is introduced and described formally, and the safely of this model is analyzed. The research shows that T-RBAC fulfills both rules of information security, which are principle of least privilege and separation of duties. With practical application of T-RBCA, it can handle most of the time-related or authority-related problems. What's more, it also increases the security level, flexibility and dynamic adaptation of the system and has lower complexity than system only handled by authority. This model also can solve conflicts caused by authority.
Introduction
With the continuous development of computer network and distributed technology, enterprises are increasingly focused on information management and data sharing, leading to data security challenges. The access control has become a focus. Nearly, twenty years researchers have proposed many access control model. The paper puts forward a kind of RBAC model based on time domain (T-RBAC). User role permissions are controlled by time domain. The user can get permanent authority and be able to get a certain period of time to get some permissions. This is a task instance to reach the limits of time domain control. Control time domain activates these specify access permission. The role of activated permissions operation data and tasks of life cycle is the time domain. When the task is complete, the activation of temporal authority fails. This license management to adapt to the dynamic characteristic of the tasks in practical work has good adaptability and integrity. T-RBCA is a new kind of permission management to solve the problem of processing task time, improve the security of the system and make the system more close to the real world.
Background and Related Work
Early access control model has HRU model which is proposed by Harrison, Ruzzo and Ullman [1] and TakeGrant model which is proposed by Jones etc., subsequently, discretionary access control model (DAC) and mandatory access control model (MAC) is proposed [2] - [4] . DAC strategy is based on the identity of the identity or the organization to control its access methods. DAC core idea is that the owner of the object can be independently controlled other objects access object, can independently decide whether through other subjects or group permissions. Although the idea spread DAC permissions have good flexibility and extensibility, it also has security problems, and it is difficult to meet the requirements of high security system. MAC is based on the subject and object of access control security level. Assigned by the security administrator security level is mandatory. Subject or object can change the security level of attributes. MAC features make it suitable for high security systems, but the lack of flexibility. In recent years hotspot of access control technology research focused on role-based access control (RBAC) which is proposed by Ferraiolo and Kuhn [5] and task-based access controls (TBAC) which is proposed by Kuhn [6] - [8] , but there are also some other related research, such as dynamic role-based access control model [9] , a suitable administrative model that governs changes to temporal policies [10] , parameterized role-based access control [11] , a framework using Budget-Aware Role Based Access Control (BARBAC) [12] , adding time features [13] [14] or joining the task access control [15] [16] and so on.
The core of Role-Based Access Control is taking the user's access control into Role permissions. The user belongs to some kind of role and permissions are assigned to the user through the role by the administrator so that the user has certain permissions.
Model consists of users, roles and permissions three entities. The user is associated with the role and the permissions are separated. Users can not be directly related to permissions, Users can only be given the role to get some kind of permission [17] . A user can have multiple roles, and a role can be assigned to multiple users [18] . A role can have a variety of permissions. A permission can also belong to a number of roles. Its relation is shown in Figure 1 .
Under RBAC, roles represent organizational agents that perform certain job functions, and permissions to access objects are grouped as roles. Users, in turn, are assigned appropriate roles based on their responsibilities and qualifications [19] [20] . This feature immediately reduces the operational costs of the system since the number of roles is usually much smaller than that of the permissions. The success of RBAC led the development of some useful extensions to satisfy new application domains. In particular, researchers preserve the basic idea of having roles in the model and add some additional dimensions, like time and space. Temporal RBAC (TRBAC) [21] , Generalized Temporal RBAC [22] , Spatial-Temporal RBAC [23] are some examples of these extensions. 
Role of Time-Domain Based Access Control
In practical applications, due to the needs of management, through role assigned to the user's operating permission have time limit. Namely role only within a certain time-domain has some operating functions, and not in a time-domain, role permissions invalid and in the RBAC model, mainly to solve the user, roles and permissions authorization problem. But time problem of permission is not involved. In order to solve this problem, the time-domain is introduced on the basis of RBAC model, this makes the permissions of the roles have time limitation, the role of operating authority will be effective on the corresponding time-domain. That is to say, in a time-domain, the role can get some specific operating authority, and if not in the time-domain, the operating access control of the role is invalid. This is the Role of Time-Domain-Based Access Control Model (T-RBAC).
In this model, the role is authorized, but the permissions are not necessarily effective. Only the user when using this access within the prescribed time-domain permission is valid. The result of the common action of the authority and the time-domain to make the role obtain a certain operation permission. Because the user can only obtain the relevant permission by the role, the user's operation is also the result of the common function of the permission and the time-domain.
Formal Definition of T-RBAC
T-RBAC model is composed of the following units:
User set U, role set R, time-domain set T, permissions set P, time-domain permission set TP, and other permissions set OP.
1) The relationship between the user and the role for the user is granted the role of the relationship (UR). UR: U → R. The user U was awarded role R.
2) Time-domain is used to control the permissions of the effective time. By the interaction between timedomain and permission, the specific and effective permission of the role could be determined.
3) According to the characteristics of time, the time is divided into effective time, the Time-domain and the Expiration time.
Effective time: Time is which permissions began to be allowed. At this time point users began to be given a permission.
Time-domain: The user has some operating authority and Time period which these user can operate some function.
Expiration time: Permissions for lost time point and at this time point users began to lose an authority. ) URAO, u U, r R, t T, tp T u, , tp P r, t ⊂ ∈ ∈ ∈ ∈ : u, t and tp have the URAO's relationship;
It is dispatched relationship between user and permission, including users and time-domain permission's relationship associated with timedomain.
The Working Mechanisms of T-RBAC
The working mechanisms of T-RBAC model is: The user belongs to a specific position, users have been given a role by UR relationship, so the user can use has been granted the role of the login system. Since the main con-tents of the user's work does not change, this role as the basic role of the user. When the user need to finish the other work according to requirements of the boss, don't need frequent change the role of user, just by changing the time-domain associated with this role to get the permissions to complete another task need. Upon reaching the expiration time point, obtained additional permissions automatically disappear. Its relation is shown in Figure 2 .
When companies have more business, working content changes frequently, using T-RBAC model can reduce unnecessary role change, you just need to Change the time-domain so that the role can get the permissions associated with time-domain. When the time-domain is set up, it does not need to change the user's role. Once the expiration time arrives, the permissions that are controlled by time-domain automatically lose. Doing so can reduce the frequent operation of the database administrator, and can simplify the administrator permissions management, facilitate optimal management database.
Safety Performance Analysis of T-RBAC
The time-domain expanded RBAC model has a wide range of analysis, and it can capture the time-domain user roles and permissions role assignment, and the role of time-domain hierarchy and enabling role. We put forward based on the analysis of time-domain sub-problems make RBAC problems easier to handle [24] [25] . T-RBAC model supports two well-known principles: the principle of separation of duties and least privilege principle. Role normally only have to complete the work of the most basic permissions, only when need to complete an additional work are endowed with certain permissions, it makes a clear division of responsibilities to each character, which conform to the principle of separation of duties and the principle of least privilege. When users log in through a role, if the role want to have some rights, must be in the permissions associated with time-domain within the effective time can have the authority, outside the valid time don't have the authority, so as to realize the dynamic separation and revoke the permission.
Conclusions and Application
In the enterprise, due to the work required, the user who has the role A needs to cooperate with staff of other departments (assuming the role B), and understand some of the internal dynamics of other departments. Role A sometimes needs to shoulder two jobs, to take on other people's work. (Assuming other people is role B). At this time, the T-RBAC model is very necessary. Role A to work with other departments or undertake the work of others, can be through the use of time-domain control permissions to make the role A obtain certain role B to complete the work required permissions. Administrators only need to give the role A some permissions that role B have, and set the time-domain for these permissions, such as viewing the file information, the signing of the relevant documents, etc. While the other permissions of role B do not give the role A, they can ensure the security of information and can avoid the role conflict. Starting from the valid time, the user of the role A would been granted to the part of the role B's permission. Then, the user has certain role B's permissions. For T-RBCA realizes the dynamic separation, revokes permissions, reduces the administrator frequent operation of the database and simplifies the management of the database.
Based on the analysis of the existing role access control model, the concept of time-domain is introduced. Time-domain is constructed role-based access control (RBAC), and the model gives the formalized description and the analysis of security. Through the model application in actual system, it shows that the T-RBAC satisfies the two famous safety principles: the principle of separation of duties and the principle of least privilege, and has good dynamic adaptability.
